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[enapTameHT rocyaapcTBeHHOM NoAUTUKK B chepe obuiero obpasoBaHna MuHobpHaykun Poccum
HanpasaAeT ANsA cBeAeHUs paspaboTaHHble BpemeHHol Komuccueli Coseta deaepauum no pasBUTUIO
MHPOpPMaLUMOHHOro obuecTBa MeToAMyYeckme pekomeHAauuuM O pasmMeleHMn Ha MHOOPMALMOHHDIX
cTeHaax, opuLManbHbIX MHTEepPHeT-canTax 7 APpYyrux NHPOPMALMOHHbBIX pecypcax
06ueobpasoBaTe/ibHbIX OPraHM3aLunii U OPraHoOB, OCYLLLECTBAAIOWMX YripaBaeHme B chepe obpa3oBaHus,
nHpopmauum o 6esonacHOM NoBeAEeHMUN N UCNOIb30BaHUM ceTh "UHTepHeT".
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Mpunoxkenune

METOANYECKME PEKOMEHAOALUN
O PASMELWLEHNN HA UHOOPMALMOHHbIX CTEHAAX, OPULIMA/IbHBIX
MHTEPHET-CAUTAX U APYINX UHOOPMALIMOHHbBIX PECYPCAX
OBLLEOBPA3OBATE/IbHbIX OPTAHU3ALIUA U OPTAHOB, OCYLLECTBNAIOLMUX
YNPABNEHUE B COEPE OBPA3OBAHUA, UHOOPMALUU O BE3OMNMACHOM
NOBEAEHUN U NCNOJIb3OBAHUU CETU "MHTEPHET"

dKcneptamM UM yYneHamu BpemeHHoM Komuceum Coseta Pepepaumm  nNo  PasBUTUIO
MHPOPMaALMOHHOIO obLecTBa B paMKax BbINOJHEHMA PEKOMEHZAUMA NapAaMeHTCKUX CAyLaHUiA
"AKTyaNbHble Bonpocbl obecneyeHuss 6e3onacHOCTM W pa3BuTMA aetelr B MHOOPMALMOHHOM
npoctpaHcTee”, Kotopble npownn B CosBete Pepepaumm 17 anpens 2017 r., 6blan paspaboTaHbl
METOANYECKME PEKOMEHAALMM O pasMeleHnn Ha MHOPOPMALMOHHbLIX CcTeHaax, oduuManbHbIX
WHTEpPHET-calTax W Apyrnx MHOOPMAULMOHHBIX pecypcax o06uweobpa3oBaTenbHbIX OpPraHU3aunin u
OpraHoB, OCYLLECTBAAIOWMX ynpasieHne B cdepe o6pasoBaHusA, WMHPopmaumm o 6GesonacHom
noBefeHUN U UCNONb30BaHUK ceTh "UHTepHeT" (aanee - meToanYecKkme pekomeHaaumm).

MeToaMyeckne peKoMeHZalMW  Hanpas/ieHbl Ha  KayecTBeHHOe MOBbIEHWE  YPOBHA
MHOOPMALMOHHOW AeaTeNbHOCTM 06LeobpasoBaTe/ibHbIX OpraHM3aLmMii U OpPraHoB, OCYLLECTBAAOLNX
ynpasneHve B cdepe obpa3oBaHMA, B YacTU MHOOPMUPOBAHMA yYaLLMXCA, UX poauTenei (3aKOHHbIX
npeacrtasuTenei) M neaarorMyeckmx pPaboTHUMKOB 06 OCHOBHbIX acrnekTax WHGOPMaLMOHHOM
6e3onacHocTw.

MeToamuyeckme pekomeHZauumun no3BoNAT ob6uieobpasoBaTesibHbIM OPraHM3aUMaAM W OpraHam,
OCYLLECTBAAOWMM YynpaBneHMe B coepe 06pPa30BaHWMA, aAKTya/IM3MPOBATL YXKEe WUCMOJb3yemble U
pasmelleHHble MHPOPMaLUMOHHbIE MaTeprasbl, Tak U NOATOTOBUTbL MUX B C/Iy4ae UX OTCYTCTBUA C Yy4ETOM
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JNIYYLLINX NPAKTUK U peKoMeHaaLniA.
B pamKax meToAnYecKuUX PeEKOMeHAALMN pacCMaTPUBAIOTCA CAeayolmne UHCTPYMEHTbI:
1. "HGOPMALMOHHbIE CTeHAbI;
2. oduUMaNbHbIE UHTEPHET-PECYPChI;

3. cpeacTBa MaccoBoi MHpopmaLMK (LUKONbHbIE ra3eTbl, Negarorniyeckne UsgaHua U gpyrue).
MHdopmaunOHHbIe CTEHADI

Ha nHdopmaumnoHHbIX cTeHaax B 06ueobpa3oBaTeibHbIX OpPraHn3aumax, pacnosioxeHHbIx B ¢pone
yupexaeHuin u B KabuHeTax, OCHALLEHHbIX MEepPCOHasIbHbIMW YCTPOMCTBAMM [N BbIXOAa B CeTb
"MHTepHeT", pekomeHayeTcA pa3mecTUTb MHGOPMALMOHHbIE NAMATKN, COAEPKALLME OCHOBHbIE COBETbI
no obecnevyeHno MHPOPMaLMOHHOM He30MacHOCTU yYaLmxca.

B npunoxeHun N 1 K mMeToaMYECKMM peKoMeHZauuam npeactaBneH obpasel, namsaTkM and
pasmeLLeHMA Ha MUHGOPMALLMOHHbIX CTEHAAX.

CpepacTtBa maccoBoit UHopmauum

B cpeactBax maccoBoit MHPOPMaUMKM, OPUEHTUPOBAHHBLIX Ha O6yYaloWMXcA, peKomeHayeTca B
TeyeHne y4yebHOro roga perynsapHo nyb6auMkoBaTb MHOOPMAUMOHHbIE MaTepuanbl, MOCBALLEHHbIE
OTAEeNbHbIM acnekTam WHPOPMaUMOHHOM 6e30MacHOCTM, a TaKXKe pas/iMyHble NaMATKM obuiero
XapakTepa.

B cpeactBax mMaccoBol MHGOPMALMM, OPUEHTUPOBAHHbLIX HA MefarorMyeckyro o6LWeCcTBEHHOCTb,
pPEKOMEHAYeTcA B TeYeHWe Ka/leHJapHoro roga perynsapHo nybaukosatb MHGOPMALMOHHbIE
MmaTepuanbl, MOCBAWEHHble OTAE/NbHbIM  acnekTam  WMHPOPMaLMOHHOM  6e30nacHOCTU  Kak
HeCcoBepLUEHHOIETHUX, Tak U 0b6Weobpa3oBaTeNbHbIX OpPraHM3aumii, a TaKXKe pas/iMyHble MaMATKM,
0630pbl  HOPMATMBHO-NMPABOBOrO PEryiMpPoBaHMA AaHHOW cdepbl U UMHPOPMALMIO O aKTyasibHbIX
MeponpuUATUAX 1 cobbITUAX B flaHHON chepe.

B xope nposepeHus EguHoro ypoka no 6esonacHoctM B cetu "MHTepHeT" pekomeHpyeTtcs
obecneunTb BbIMNYCK TEMATMYECKOro BbIMYCKA CPeACTBA MaccoBoi WHpopmaumm nmbo cepum
nyb6avKaumi, cpean KOTOPbIX PAacCMOTPETb OpPraHM30BaHHblE MEepPOnpUATUA A1A 00y4yatowmxca, Mx
poauTeneli (3aKOHHbIX NpeacTaBUTENE) U NearorMyeckor obw,ecTBEHHOCTH.

OduumanbHblie UHTEpPHET-pecypcbl

ObuweobpasoBaTesibHbIM OpPraHM3aUMAM pPEKOMEHAYeTCA Ha cBoMX oduumanbHbix WHTEpHeT-
pecypcax obecneunTb ¢GYHKUMOHMPOBAHME CaMOCTOATE/NIbHOTO WM ChNeunanmM3snMpoBaHHOrO pasaena
"MHbopmaumoHHana 6e3onacHocTb", B pamKax KOTOPOro npeaycMOTPeTb pasmeLLleHue cheaytoLLei
MHbopMmauuu:

N Pasaen/noapasaen | ®opmat npeacraBneHms CopeprkaHue matepumanos
maTepuanos
1. |/loKanbHble Konuu goKkymeHTOB B Pa3smeLLatoTca KONUKU LOKYMEHTOB, T.€.
HOpMaTMBHbIE aKTbl B | popmate *PDF CKAHMPOBAHHbIV BapUAHT SOKYMEHTA],
chepe obecneyeHuns COOTBETCTBYOLWMI TpeboBaHMAM K
MHPOPMaLMOHHOM napameTpam CKaHUMPOBaHWA.
6e3onacHoCTH PasmelLaloTca LOKYMEHTbI,




obyuatoLmxcs PernameHTUPYIoLLLME OpraHn3aumio 1
paboTy C NepcoHabHbIMM AaHHbIMMU,
NNaHbl MEPONpPUATUIA No obecneyeHunto
MHbOpMaUMOHHOM besonacHoCTH
obyualowwmxca u gpyrve.

2. |HopmatusHOe Konun OoKymeHTOB B My6aMKylOTCA aKTyanbHble CBEAEHUS O
peryinposaHue ¢dopmate *PDF desepanbHbIX U pErMoHaNbHbIX 3aKOHAX,
NMCbMax OpraHoB BNACTU U Apyrue
HOPMaTMBHO-NPABOBblE AOKYMEHTbI,
pernameHTUpytowme obecneveHune
MHbOpMaUNOHHOW besonacHoCTH
HecoBepleHHoneTHUX. [lonyckaeTca
BMECTO KOMWI pasmeLLaTb rmMnepccbiiku
Ha COOTBETCTBYIOLLNE AOKYMEHTbI Ha
caliTax OpraHoOB rocyapcTBEHHOW BAACTU.

3. Meparornyecknm TeKcT Ha cTpaHuue caiTa | PasmellatoTca meTogmyeckme
paboTHMKam Konun fOKymeHTOB B pekomeH4auMn 1 yKasblBaeTca
¢dopmate *PDF MHbOPMALMNA O MEPONPUATUAX, MPOEKTaX

M Nporpammax, HanpasaeHHbIX Ha
NnoBbleHMe NHPOPMALMOHHOM
rPaMOTHOCTU Nefarornyecknx
pabOoTHMKOB.

4. | Obyyvatowmmes TeKCT Ha cTpaHuLe caliTa | Pasmeltaetca MHPOpMaLMOHHAA NamMATKa
(npunoskenune N 2) n ykasbiBaeTcs
MHbOPMALMA O MEPONPUATUAX, MPOEKTaX
M Nporpammax, HanpasaeHHbIX Ha
NnoBblWeHMe NHPOPMALMOHHOM
rPamMoTHOCTM 0ByYatoLMXCS.

5. |Pogutenam TeKcT Ha cTpaHuLe caiTa | Pasmelaercs MHGOPMaLMOHHAA NaMATKa
(3aKOHHBbIM (npunosxkeHune N 3).
npeacTaBUTeNaM)
obyuatowmxcsa

6. |[eTckue 6e3onacHble | TeKCT Ha CTpaHMLe caliTa | Pasmewaetca nHpopmauma o

CanThbl pekoMeHAyeMbIX K MCMOJIb30BAHUIO B
y4yebHom npouecce 6e3onacHbIX calTax,
6aHHepbl 6e30NacHbIX AETCKMX CANTOB.

OpraHam, OCyWecTBAALWMM ynpaBneHve B cdepe ob6pasoBaHMsA, PEKOMEHAYETCA Ha CBOMX
opuumanbHbix  MHTepHeT-pecypcax  obecneuntb  QYHKUMOHMPOBAHME  CAMOCTOSTE/IBHOTO U
cneunanmsmpoBaHHoro pasgena "MHPopmaumoHHas  6e3onacHOCTb', B  paMKax KoOTOporo
npesycmoTpeTb pasmelleHue ceaytouein MHGopmaLmm:

Mpunoxkenne N 1

NAMATKA



[N1A OBYYAIOLLIMXCA OB UHPOPMALIMOHHOM BE3OMACHOCTU AETEM

HENb3A

1. Bcem noapaa coobuiatb cBOK 4YacTHyO MHopmauuio (Hactosawme umsa, damununio, TenedoH,
agpec, HoOMep LWKObI, a TakXe doTorpadun ceou, CBoen ceMbm U Apy3eit);

2. OTKpbIBaTb BNOXEHHbIE $aiibl SNEKTPOHHOM NOYTbI, KOFAa He 3Haelb OTNPaBUTENS;
3. [py6buTb, NPUAMPATLCA, OKA3bIBaTb AaBJeHME - BECTU ceba HEBEXANBO U arpPeCcCUMBHO;

4. He pacnopsamca AeHbramu TBOelh cemMbu 6e3 paspeleHus CTaplimx - Bcerga crnpalmsan
poautenen;

5. He Bctpevanca c WMIHTepHET-3HAaKOMbIMW B pPeanbHOM KMU3HW - MOCOBETYMWCA CO B3POC/bIM,
KOTOpOMY flOoBepAellb.

OCTOPOXHO

1. He Bce nuwyT npasay. Yutaewb o cebe Henpasay B UHTepHeTe - coobwm o6 3Tom cBOMM
pPOAUTENAM UK OMEKYHaM;

2. MpurnaliatoT NepenmcbiBaThbCa, MrpaTh, 06MeHNBaTLCA - NPOBEPb, HET IN NOABOXa;
3. HesakoHHoe KonupoBsaHue ¢aitnos B MHTepHeTe - BOPOBCTBO;
4. Bceraa pacckasbliBali B3pocC/ibiM 0 Npobaemax B CETU - OHW BCeraa NomoryT;

5. Mcnonb3yn HacTpoMKkM 6e30MacHOCTM U MPUBATHOCTU, YTODObI HE MOTEPATb CBOM aKKayHTbl B
couceTax U Apyrux nopTanax.

MOXHO
1. YBarkali Apyrmux nosb3oBaTenen;
2. Monb3yewbcs MHTEPHET-UCTOYHUKOM - A€Nal CCbINIKY Ha HEero;
3. OTKpbIBal TONbKO TE CCbI/IKK, B KOTOPbIX YBEPEH;

4, O6waTbcs 3a MOMOLLbLIO B3POC/bIM - POAMTENN, OMEKYHbl U agMUHUCTPALMA CalToB BCceraa
NOMOTryT;

5. Mpoinamn obyyeHune Ha canTe "CeTeBUYOK" 1 NOMYYM NAcnopT UMdPOBOTro rpaxkaaHuHal

MpunoxkeHue N 2

NHOOPMALIMOHHAA NAMATKA
ANA OBYHAIOLLUXCA ANnA PASMELLEHUA
HA O®PULIMANTbHBIX UHTEPHET-PECYPCAX

C Kaxkgblm rogom mosioaexkun B MHTEPHETE CTAHOBUTbLCA 60!'IbLUE, ad WKOJIbHUKMN OOHU N3 CaMblX
aKTUBHbIX NO/Nb30BaTenen PyHeTa. Mexgy Tem, NOMMMO OFpPOMHON0 KO/AMYecTBa BO3MOHOCTEN,



WMHTEPHET HeceT U Npobaembl. ITa NaMATKa A0NXKHa MOMoYb Tebe 6e30nacHo HaxoAMTbCA B CETU.
KomnbloTepHbie BUPYCbI

KomnbloTepHbIA BUMPYC - 3TO Pa3HOBUAHOCTb KOMMBIOTEPHbLIX MNPOrpamm, OTAUYUTENbHOWN
0COB6EHHOCTbIO KOTOPOM ABNAETCA CNOCOBHOCTb K PAa3MHOMEHMIO. B ONOAHEHME K 3TOMY, BUPYCbl MOTYT
noBpeauTb UAN MOJHOCTbIO YHUUTOXUTb BCe dainbl U AaHHble, NOAKOHTPO/IbHbIE MOJIb30BaTeNtO, OT
MMEHM KoToporo Bbina 3anyLeHa 3apa*keHHas Nporpamma, a TakxKe NnoBpeauTb UK faxKe YHUYTOXKUTb
ONepaunoHHYIO cucTemy co Bcemu dannamm B Lenom. B 60NbLIMHCTBE Cly4YaeB pacnpocTpaHAoTCA
BMPYCbl Yepes UHTEpPHeET.

MeTtoabl 3aWuTbI OT BPEAOHOCHbIX NpOrpamm:

1. MCI'IOIIb3yﬁ coBpemMeHHble onepaunoHHbIE CUCTEMbI, UMeLWne Cepbe3HbIl\;1 YPOBEHb 3aWNTbl OT
BPEAOHOCHbIX NPOrpamm;,;

2. TloCTOSHHO ycTaHaBAMBai nayTM  (UMopoBble 3annaTkM, KOTOpble aBTOMAaTMUYECKU
YCTaHaBNMBAKOTCA C Lenblo A0paboTKM nporpammbl) U apyrme obHOBAEHMA CBOElM onepauyoHHOWN
cuctembl. CKaumBail MX TOAbKO € oduuManbHOro cainTta paspabotumka OC. Ecam cyuiectByeT perkum
aBTOMaTMYECKOro 06HOB/IEHUS, BKIOYM €r0;

3. PaboTai Ha cBOemM KomnMbloTepe nog npaBamMu Mo/b30BaTe/A, @ He agMUHUCTPaTopa. ITO He
No3BO/UT 6O/bLINHCTBY BPEAOHOCHbLIX MPOrpaMm WHCTAaNNMPOBATbCA Ha TBOEM MepPCOoHabHOM
KOMMblOTEpPE;

4. WNcnonb3y aHTMBMPYCHble NPOrpaMMHble MNPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTU4YeCKUM ob6HoBNEHMEM 6a3;

5. OrpaHuyb GU3MYECKUIA JOCTYN K KOMNbIOTEPY A8 NOCTOPOHHUX NLL;

6. Wcnonb3yit BHewHWe HocuTenn WHOOPMAUMKM, TakKMe Kak ¢newka, AUCK uam dann u3
WHTEPHETa, TO/IbKO M3 NPOBEPEHHbBIX MCTOYHMKOB;

7. He oTKpbiBali KomnbloTepHble daibl, NONAYYEHHble W3 HEeHaZEeMKHbIX UCTOYHMKOB. [arke Te
daiinbl, KOTopble NPUCAAN TBO 3HAKOMBI. Jlydlle YTOYHUM Y HETO, OTNPABAAA 1N OH Tebe Ux.

Cetn WI-FI

Wi-Fi - 3To He BMA, nepefayn AaHHbIX, HE TEXHONOIUSA, @ BCEro Nub bpeHa, mapKa. Ewe B 1991
rogy HugepnaHAckaa KomnaHma 3apeructpuposana 6perHg "WECA", yto o603Hayano cnosocoyeTaHue
"Wireless Fidelity", koTopbili nepeBoanTCA Kak "becnpoBogHan TOYHOCTL'.

[o Hawero BpemeHu goluna apyras abbpesmaTypa, KOTOpas ABASETCA TaKOM e TexHoornemn. 31o
abbpesunatypa "Wi-Fi". Takoe HasBaHMe 6bIJ1I0 4aHO C HAMEKOM Ha CTaHAAPT BbICLUEN 3BYKOBOM TEXHUKM
Hi-Fi, 4To B nepeBoae o03HayaeT "BbICOKas TOYHOCTb".

[da, becnnaTHbli WHTEpPHeT-ZOoCTyn B Kade, OTensx M asponopTax ABAAETCA OT/IUYHOM
BO3MOKHOCTbIO BbIX04a B MHTEPHET. HO MHOIMe 3KCMepTbl cuMTaloT, YTo obweaoctynHble Wi-Fi ceTu He
ABAAOTCA 6€30NacHbIMMU.

CoseTbl No 6e3onacHocT paboTbl B 0bLeaocTynHbIX ceTax Wi-fi:

1. He nepepnaBali cBoto IMUHYIO MHbOpMaLMiO Yepes obuweaoctynHblie Wi-Fi cetn. PaboTasn B Hux,
KenaTtenbHo He BBOAUTb Mapo/n AOCTYNA, NOTUHbI U KakKne-To HOMepa;

2. Wcnonb3yih M OBHOBAAN aHTUBUMPYCHble NpPOrpamMmbl M bpaHamayep. Tem cambim Tl



obe3sonacuuib cebn OT 3aKauyku BMpyca Ha TBOE YCTPOMCTBO;

3. Mpu ucnonbszoBaHmm Wi-Fi oTkatoun ¢yHkumio "O6wmint goctyn K damnam mn npuHTepam".
JaHHaa JyHKUMA 3aKpblTa MO YMOAYAHUIO, OAHAKO HEKOTOpble NONAb30BaTeNM AKTUBMUPYIOT ee And
yao6cTBa Mcnonb3oBaHuA B paboTte unu yyebe;

4. He ncnonb3yit nyb6anunbin WI-FI ans nepenayn NMYHbIX AaHHbIX, Hanpumep ANa Bbixoda B
COUMANbHbIE CETU UNN B SINEKTPOHHYIO NOYTY;

5. Ucnonb3yii ToNbKo 3alimuLeHHOe coeanHeHue yepes HTTPS, a He HTTP, T.e. npu Habope Beb-
afapeca BBoaun umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAouM ¢yHKuuto "MoakntoveHne K Wi-Fi aBTomaTuueckun". He
[0MyCcKan aBTOMaTUYEeCKOro NoaKAtYeHns ycTponcTea K cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble cetn

CoumanbHble CeTU aKTMBHO BXOAAT B Hally KWU3Hb, MHOrMe AoaM paboTaloT U KUBYT Tam
NOCTOsIHHO, a B Facebook y»ke 3aperncTpupoBaH MUaanapad Ye/0BeK, YTo ABAAETCA OAHOM cebMo BCexX
Kutenen nnaHetbl. MHOrMe nosb3oBaTeNn He MOHMMAIOT, YTO MHOPMaAUUA, Pa3sMELLEHHAs UMK B
COUMANbHbIX CETAX, MOXeT 6bITb HalileHa U UCMOJIb30BaHa KEM YrogHo, B TOM YMcae He 06a3aTeNbHO C
61arMmm HamepeHuaMu.

OcHoBHble coBeTbl N0 6e30MnacHoCTM B COLMaNbHbIX CETAX:

1. OrpaHuyb cnucoKk apysein. Y 1eba B Apy3bsAX He AOJIKHO ObiTb CAYyYaMHbIX U HE3HAKOMbIX
nogen;

2. 3awMmuwan cBOK YacTHYIO XM3Hb. He yKasbiBalt maposu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHMA W  APYrYIO JIMYHYIO  UMHPOPMAUMIO. 3N10YMbBILNEHHUKU MOTYT UCMNONb30BaTb Aake
MHGOPMALMIO O TOM, KaK Tbl M TBOM POAUTENN NNIAHNPYETE NPOBECTM KAaHUKY/bI;

3. 3awmuan ceoto penyTaumio - 4epKu ee B YUUCTOTe M 3agaBait cebe Bonpoc: xoTen bbl Tbl, YTOObI
Apyr1ne nNonb3oBaTeNu BMAENWN, YTO Tbl 3arpyaelwb? Mogymali, npexae 4em 4YTo-TO OnNy6AMKOBATb,
HanucaTb U1 3arpy3uThb;

4, Ecnv Tbl TOBOPULWb C NOAbMW, KOTOPbIX He 3Haellb, HE MCMNOAb3yi CBOE peanbHoe UMA U
APYryIo IMYHYI0 MHGOPMALMN: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyes;

5. Usberain pasmeweHusa ¢oTorpaduit B MHTepHeTe, rae Tbl M306parkeH Ha MECTHOCTW, No
KOTOPOW MOYKHO ONPeAeUTb TBOE MECTOMO/IOKEHUE;

6. Mpu peructpauum B COUMaNbHOMW CETU HeobXxoAMMO MCMOAb30BaTh C/OMHbIE Mapou,
cocrosme 13 6YKB 1 undpP 1 C KONNYECTBOM 3HAKOB He meHee 8;

7. Ona cou,maanoﬁ CeTn, NoYTbl U ApPYyrnx canTos HEO6XO,CI,MMO MCNO/1b30BaTb pa3Hble Mapoan.
Torpa ecnum Tebn B3/10MatoT, TO 3/1I0YMbIWNEHHUKN NOAYyYaT AOCTYN TOJZIbKO K OAHOMY MeCTY, a HE BO BCe

cpasy.
DNEeKTPOHHbIE AEHbIN

3ﬂeKTpOHHbIe AeHbIn - 3TO O4YeHb yA06HbIﬁ cnocob nnatexen, OAHAKO CyLWecTByYOT MOLWWEHHWKMN,
KOTOpble XOTAT NOJIYy4YUTb 3TN AEHbIN.

al'IEKTpOHHbIe AeHbrnm noAasuinCb cosBcem HeaaBHO U MMEHHO MWU3-3a 3TONO0O BO MHOTUX
rocygapcrteax 40 CUX MOP HE NPOMMCaHO NPO HNUX B 3aKOHaXx.



B Poccun e OHM GYHKUMOHMPYIOT M O HUX YXKe MPOMMCAHO B 3aKOHe, rae WX pasaendArT Ha
HECKOJ/IbKO BM0B - aHOHUMHbIE U HE aHOHUMHbIe. PasHuLa B TOM, YTO aHOHMMHbIE - 3TO T€, B KOTOPbIX
pa3pellaeTca NpPoBoAUTbL onepauun 6e3 unaeHTUPUKaAUMM Mosb30BaTeNs, a B HEaHOHUMHbIX
naeHTMPUKaUmnA nNosib3oBaTena aBaseTca 0bAa3aTeIbHOMN.

TaKkKe cnenyeT pas3ninyaTb 3/1EKTPOHHbIE pUaTHbIE AEHbIM (PaBHbI FOCYAAPCTBEHHbIM BaatoTam) U
3NEeKTPOHHble HedMaTHbIe AeHbIM (He paBHbI FOCYAapPCTBEHHbBIM BasllOTam).

OcHOBHble coBeTbl N0 6e30nacHo paboTe € 3N1EKTPOHHbIMM AEHbraMu:

1. MpuBAXKM K c4eTy MOBUbHbBIN TenedoH. ITo camblit YyA0H6HbIN 1 BbICTPbLIA CNOCO6 BOCCTaHOBUTL
J0CTyn K cyeTy. MpuBA3aHHbLIM TenedoH MOMONKET, eciv 3abygelb CBOM MAATEXKHbIM Naposib MK
3aMelb Ha CalT C HE3HAKOMOTO YCTPOMCTBa;

2. Ucnonb3yit oaHopasosble napoau. Mocne nepexoa Ha yCUIEHHYIO aBTopusaumio Tebe yske He
ByaeT yrposkaTb ONacHOCTb KPaXkn MAKM nepexsaTa NaaTeXxHoro napons;

3. Bbibepun cnoXHbIM naposb. [pecTynHMkam OyaeT He NpocTo yragaTb CAOXHbIA MNaposib.
HazexHble Naposu - 3To Napon, KOTopble CoOAepKaT He MeHee 8 3HAKOB UM BKOYAIOT B Ce6A CTPOYHbIe
M nponucHble 6yKBbl, UWPPbl U HECKONbKO CMMBOJIOB, TaKuMe Kak 3HaK Jonnapa, ¢yHTa,
BOCKAMLATENbHbIN 3HAK 1 T.n. Hanpumep, StROng!;;

4. He BBOAM CBOM SINYHbIE AAHHbIE Ha canTax, KOTOpPbIM HE AO0BepAELlb.
3HEKTp0HHaﬂ no4yrta

DNEeKTPOHHAaA mnoyTa - 3TO TEXHO/IoTMA U NPeAOCTaBASeMble €l YCAyrM Mo Mepecbiike U
MOJIYYEHUIO INEKTPOHHbIX COODLLEHWUI, KOTOpble pacnpefenatoTca B KommbioTepHon cetu. O6blYHO
3/IEKTPOHHbIM MOYTOBbLIN AWMK BbIAAUT caeayiowum obpa3om: MMA_M0J/b30BaTeNs@UMA_AOMEHa.
TaK:Ke Kpome nepesayun NPoCToro TeKCTa, MMEETCA BO3MOXKHOCTb Nepeaasatb Gpaiibl.

OcHoBHble coBeTbl N0 He3onacHoi paboTe ¢ 3/IEKTPOHHOM NOYTON:

1. Hapo BbibpaTb NpaBuAbHbIA MOYTOBbLIN CepBUC. B MHTEpHeTe ecTb OrpOMHbI BblIGOP
6ecnnaTHbIX NOYTOBbIX CEPBMCOB, O4HAKO Nlyylle A0BEepPATb TEM, KOO 3Haelb U KTO NEPBbIN B PENTUHTE;

2. He ykasbiBaii B /IMYHOM MNOYTE JAUYHYIO MHPopmauuio. Hanpumep, nydywe BblbGpaThb
"My3blKanbHbIM_paHaT@" nnu "pok2013" smecto "temall";

3. Ucnonb3yih AByxaTanHylo aBTOpM3auuio. 3TO KOrga MOMMMO Mapofif HYKHO BBOAMUTL Ko,
npucbliaemblin no SMS;

4. Bblbepn CNOXHbIN Naponb. [AA KaxK4oro noyToBOrO fALMKa AO0JIKeH ObiTb CBOM HaZeXHbIN,
YCTOMYMBbLIM K B3/1IOMY NapOib;

5. Ecan ecTb BO3MOXKHOCTb HanmcaTb Camomy CBOW INYHbIN BOMNpOC, MCI'IO}'Ib3yl71 3TY BO3MOXHOCTb;

6. Mcnonb3yit HECKO/IbKO MOYTOBLIX ALWMKOB. [epBblit ANA YacTHOW MepennckM C agpecaTami,
KOTOPbIM Tbl AOBepselb. JTO 3/7EKTPOHHbIM aApec He Hago WCMONb30BaTb MPU PerucTpauuu Ha
dopymax u canTtax;

7. He oTKpbiBait paitnibl M gpyrve BAOXKEHUS B MUCbMaX, AAXKe €CAN OHU NPULLAKN OT TBOUX ApY3ei.
Jlyylie yTOUYHM y HUX, OTNPABASAAN N OHW Tebe 3Tn daiinbl;

8. Mocne oKoH4YaHWA pPaboTbl Ha MOYTOBOM CeEpBMUCE Mepes 3aKPbITUEeM BKIALKM C CATOM He
3abyab HaxaTb Ha "BbiATK".



Knbep6bynnuHr unm BupTyanbHoe usgeBaTeIbCTBo

KnbepbynnuHr - npecnesoBaHWe COOOLIEHUMAMM, COAEPMKAWMMM OCKOpbieHUs, arpeccuto,
3anyrmBaHume; XyanMraHCTBo; coumaaibHoe 6017IKOTVIpOBaHVIe C NOMOLbIO PaA3/INYHbIX UHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl No Hopbbe ¢ KnbepbynnmHrom:

1. He 6pocaiica B 60M4. Jlyuwmin cnocob: nocoBeToBaTbCA KaK cebsa BECTU U, EC/IN HET TOTO, K KOMY
MOXHO 00paTUTbCA, TO BHa4yane YCNOKOUTbCA. Ecan Tbl HayHewb OTBEYaTb OCKOPOAEHMAMM Ha
OCKOPHNEHMA, TO TONBKO elle 60blue PasoXKKellb KOHONKT;

2. YnpaBnsan ceoen Knbeppenyraumnemn;

3. AHOHMMHOCTb B ceTM MHMManA. CyllecTBYHOT CNocobbl BbIACHUTb, KTO CTOUT 3@ aHOHUMHbIM
aKKayHTOM;

4. He cTOMT BECTM XYyAUTAHCKUI 06pas BUPTYyanbHOW KU3HWU. UNHTepHeT dUKcupyeT Bce TBOM
OENCTBUA U COXpaHAET UX. YAanutb nx byaet KpaliHe 3aTpyLHUTENbHO;

5. Cobntogaii cBOK BUPTYa/ibHYIO YECTb CMOJIOAY;

6. WrHopupyi eauvHWuHbIM HeraTuB. OpHOpasoBble OCKOPOUTENbHble COObLWEHMA Jyylle
UrHopupoBaTb. O6bIYHO arpeccus NpeKpaLLaeTca Ha HayaibHOM CTaauu;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COODLIEHMAMM, B COLMAMbHBIX CETAX
€CTb BO3MOHOCTb 6/10KMPOBKM OTMNPABKMU COOBLLLEHWUI C ONpeaeseHHbIX aapecos;

8. Ecan Tbl cBMaeTenb KubepbynnuHra. TBOM AeNCTBMA: BbICTYNUTb MPOTUB npecieaoBaTtens,
nokasaTb emy, YTO ero AeiCTBMA OLUEHMBAIOTCA HEeraTMBHO, MOAAEPXaTb YKepTBY, KOTOPOM HYyXHa
NCUXONOTNYECKas NMOMOLLLb, COOBLLMTL B3POC/bIM O GpaKTe arpecCMBHOroO NoBeAEeHMA B CETU.

Mo6unbHbIii TenedpoH

CoBpemeHHble cMapTdOHblI M MAaHLWETbI cogep:kaT B cebe BMoaAHe B3poCablii GYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHAPHbLIMKU KomMnbloTepamn. O4HAKo, CPeacTB 3almTbl ANA
NoA06HbIX YCTPOWCTB NOKa 04YeHb Mano. TecTMpoBaHME U MOUCK YA3BUMOCTEN B HUX MPOUCXOAMT He TaK
WHTEHCUBHO, KaK ana MK, To }Ke camoe KacaeTca M MOBUIbHBIX NPUNONKEHWNN.

CoBpemeHHble MOBU/IbHbIE Bpay3epbl yKe NPaKTUYECKU AOTHAAM HACTOJIbHble aHaNAorM, 04HAKO
pacwmpeHune GyHKLMOHaNa BeYeT 3a OO0 60/bLIYIO CNOXKHOCTb M MEHbLLYIO 3aLLMLLEHHOCTD.

[aneko He Bce NpPOW3BOAMTENN BbINYCKAOT OBHOBAEHMS, 3aKpblBalowWwye KpUTUYECKMe
YyA3BMMOCTU 419 CBOWX YCTPOWCTB.

OcCHOBHbIe coBeTbl ANA 6e30nacHOCTN MOBUNBLHOTO TEI'IEd)OHaZ

Huyero He ABnAeTcA Mo-HacToAlemy 6ecnnaTHbIM. byab ocTOpoXeH, Begb Koraa Tebe
npegnaratoTt 6ecnnaTHbIN KOHTEHT, B HEM MOTYT 6bITb CKpbITbl KaKMe-To Na1aTHblE YCAYTH;

Oyman, npexxge yem otnpasutb SMS, ¢doTto mam Bugeo. Tbl TOYHO 3Haelb, rge oHM byayT B
KOHEYHOM uTore?

Heob6xoaMmo 06HOBAATL ONEPALLMOHHYIO CUCTEMY TBOETO CMApPTdOHa;

Mcnonb3yit aHTMBMPYCHbIE NPOrpaMmmbl 41 MOBUAbHbLIX TenedoHOB;



He 3arpy>+<a171 npunoXeHnma OT HensBeCTHOro WUCToYHWUKa, BeAb OHWU MOTYT COLEpPHKaTb
BpeaoOHOCHOE nporpammHoe o6ecnequme;

Mocne TOro Kak Tbl BblAelWb C caiTa, rae BBOAM JIMYHYIO MHGOPMALMIO, 3aM4M B HAaCTPOMKM
6pay3sepa u yaanu cookies;

Meprogmyeckn NpoBepAail, KakMe NNaTHble YCAYrM aKTUBUMPOBaHbI HAa TBOEM HOMEDE;

ﬂ,aBaﬁ cBom HOmMep MOBUNbHOrO Teﬂeq)OHa TONIbKO NKOAAM, KOTOPbIX Tbl 3HaewWwb U KOMY
AoBepAellb;

Bluetooth pon)keH ObiTb BbIKAOYEH, KOrgaa Tbl MM He nonb3yewbca. He 3abbiBalh MHoOraa
NpoBepsTb 3TO.

Online urpbl

CoBpemMeHHble OHJIaliH-UrPbl - 3TO KpPacouHble, 3axBaTbiBalollMe pa3B/evyeHun, obbeauHaAoLLne
COTHMW TbICAY YeNOBEK NO BceMy MUpPY. VIrpoKM MccneayioT AaHHbIii UM Mnp, 06LaloTCs APYr C APYrOMm,
BbINOJIHAIOT 33JaHWA, CPaXKalTCA C MOHCTPaMM M MOJYYaloT ONbIT. 3a YA0BOJLCTBME OHM MAATAT:
NOKyMaloT ANCK, ONNa4MBaloT aboOHEMEHT UAKN NPUOBPETAIOT KaKne-To OnLuuu.

Bce 3TM cpeactBa MAYT Ha NoAAepKaHMe U pPas3BUTME UIPbl, a TakXe Ha camy 6e30nacHoOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbl aBTOPM3aLMKM, BbINYCKalOTCA HoBble natun (uMdposble 3anaatkM 40
nporpammy), 3aKpbIBalOTCA YA3BMMOCTU CepPBepOB.

B Nofob6HbIX Urpax CTOMT OMacaTbCA He CTO/IbKO CBOMX COMEPHUKOB, CKOJIbKO Kpaku TBOEro
naposisA, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPM3aLMK BONbLLNHCTBA UTP.

OcHoBHble coBeTbl Mo 6€30MacHOCTM TBOEro UIPOBOrO aKKayHTa:

1. Ecam apyron urpok BegeT ceba naoxo uan cosgaeTt Tebe HenpuATHOCTK, 3ab/IOKUMpPYN ero B
CNU1CKe UTPOKOB;

2. I'Iomanyﬁcg AOMUHUCTPATOpPaM WUTrpbl Ha MNJa0Xoe noBegeHWe 3TOro WUrpoka, »enatesibHo
NPUNOKUTb KaKME-TO A0Ka3aTeNbCTBa B BUAE CKPUHOB;

3. He yKasbIBai ANYHYLO MHPOPMaLMio B npodaiiie urpbl;
4. YBaxKal A4pyrnx y4acTHUKOB MO UrpE;

5. He ycTaHaBnAuBalt HeoduuMaibHble NATYN U MOAbI;

6. Micnonb3yit cnoXKHble 1 pasHble Naponu;

7. [axe BO Bpems Wrpbl He CTOWUT OTKAIOYATb aHTMBMPYC. MOKa Tbl Urpaellb, TBOM KOMMblOTEP
MOryT 3apasuTb.

OULWKHT Uam KpaXXa JINYHbIX AaHHbIX

O6bIuHOM Kpakel AeHer U AOKYMEHTOB CErofHA YXe HMKOro He yAuBULb, HO C pa3BUTUEM
NHTEPHET-TEXHONOMUIA 3/I0YMbILINIEHHUKN NEePeMeCTU/IUCb B MHTEPHET, W NPOAO/IKAOT 3aHMMATbCA
"nobumbim" genom.

Tak nosaBmaacb HOBAaA yrposa: MHTEPHET-MOLIEHHNUYECTBa UAN ULLIMHS, FTNaBHasA LeAb KOTOPOro
COCTOUT B NOJYYEHUN KOHPUAEHUMANbHbIX [aHHbIX MO/b30BaTenell - NOrMHOB M naponeid. Ha
aHrnMcKkom asbike phishing uMtaetca Kak ouwuHr (ot fishing - pbibHas nosasd, password - naponb).



OcHoBHble coBeTbl No 6opbbe ¢ dUWnHrom:

1. Cnean 3a cBoMM akKkayHTOM. Ecam Tbl mogo3peBaellb, YTO TBOSA aHKeTa bblia B3/fiomaHa, TO
HeobxoaMmo 3a610KMPOBaATL €e U COOBbLLNTL aAMUHMUCTPATOPAM pecypca 06 3TOM KaK MOXHO CKopee;

2. Ucnonb3yi 6e3onacHble Beb-caiTbl, B TOM YUCIE, MUHTEPHET-MarasmHOB U MOMCKOBbIX CUCTEM;

3. Wcnonb3yih CNOXHble W pasHble naponu. Takum obpasom, ecan Teba B3/OMAKOT, TO
3/10YMbILUNEHHUKM MOyYaT AOCTYN TONIbKO K OAHOMY TBOEMY NPOGUIIO B CETU, @ HE KO BCEM;

4. Echn T1eba B3nomanu, TO HeobxoaMMO npeaynpenuTb BCEX CBOMX 3HAKOMbIX, KOTOpble
nobasneHbl y Tebs B Apy3baAX, O TOM, YTO Tebs B3/iOMasM M, BO3SMOXKHO, OT TBOEro MmeHu byaet
paccblIaTbCA CNAaM U CCbIIKM Ha GULLMHIOBbIE CalThbl;

5. YcTtaHoBM HageHbi naposb (PIN) Ha MobUAbHbIN TenedoH;
6. OTKNIOYM coxpaHeHMe napons B bpaysepe;

7. He oTKpbIBait painbl M gpyrve BAOXKEHUA B MUCbMaX, AaXKe €CNN OHM NPULLAKN OT TBOUX ApY3ei.
Jlydwe yTOUYHM Yy HMX, OTNPABAAAN N OHW Tebe 3Tn dalinbl.

LUudposana penyraums

UndpoBana penyTtauma - 3TO HeraTMBHas WAW NO3UTUBHAsA WMHbopmaums B ceTu o Tebe.
KomnpomeTtupytowaa uHPopmaLma, pasMelleHHas B MHTEpPHETe, MOMKET cepbe3HbiM o06pasom
OTPasnTbCA Ha TBOelh peanbHon xusHu. "Undposas penytauma” - 3To TBOM MMUAXK, KOTOPbIN
dopmumpyeTca us nHpopmaLmm o Tebe B UHTEPHETE.

TBOE MECTO XUTenbCTBa, y4ebbl, TBoe ¢pUHAHCOBOE MO/I0KEHME, OCODEHHOCTU XapaKTepa U
paccKasbl 0 61M3KUX - BCe 3TO HaKan/nMBaeTCa B CETU.

MHorve nogpoCTKM NIETKOMBICIEHHO OTHOCATCA K Nyb6/uKaumMm AudHoin uHdopmaumm B
MHTepHeTe, He MOHMMan BO3MOMKHbIX NOCAeACTBUM. Tbl AaKe He CMOXelWb A0ragaTtbCcid O TOM, YTO
doTorpadun, pasmelleHHas 5 neT Hasag, cTana NPUUYNHOI OTKa3a NPUHATL Teba Ha paboTy.

KommeHTapum, pasmelieHune TBoux dotorpaduini n apyrve AencTBUA MOTYT HE UCHE3HYTb AaKe
nocne TOro, Kak Tbl UX yAanuwb. Tbl He 3HaelWb, KTO COXPaHWA 3Ty MHPOPMaUMIo, Nonana M OHa B
MOWCKOBbIE CUCTEMbI M COXPaHWUIACb IN OHa, A NIaBHOE: YTO MOAYMAlOT O Tebe OKpy:Katowme noau,
KOTOpble HaNnayT M yBUAAT 3T0. HanTu MHbOpMaLLMIO MHOTO SIET CNYCTA CMOMKET Ntoboi - Kak 13 fobpbix
NobyXAEHUI, TaK U C HAMEPEHMEM MPUYUHUTD BPEL. ITO MOXKET ObITb KTO YrogHO.

OcHOBHbIe coBeTbl MO 3aluTe UndpoBoi penyTauuu:

1. Noaymaii, npexae yem 4Yto-To Nyb6AMKOBATb M NepesaBaTb y cebsa B 610re nam B coumanbHom
ceTu;

2. B Hactpoikax npoduns ycTaHOBM OrPaHWYEHMA Ha NPOCMOTP TBOEro npoouaa M ero

CALR

COAEPKUMOro, caenai ero Tonbko "agna apysein”;

3. He pasmewiat U He ykasbiBah MHOOPMaLMIO, KOTOPAsA MOXET KOoro-nmbo ockopbaaTb mau
obuKaTb.

ABTOpCKOE npaso

COBpeMeHHbIe LWKOJIbHUKWU - aKTUBHbIE NOJ/1b30BaTENIN LI,VI(prBOI'O NPOCTPaHCTBA. OpHako ganeko
He BCE€ 3HaloT, YTO NOJZIb30OBAHNE MHOTMMU BO3MOXKHOCTAMMU LI,I/Id)pOBOFO Munpa TPE6VET COGI’II’OAEHMH



NnpaB Ha MHTENNEKTYaA/IbHYIO COb6CTBEHHOCTb.

TepmuH "MHTeNNeKTyanbHan COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMYHbIM TBOPEHUAM YEeN10BEYECKOro
YMa, HauMHasn C HOBbIX N306peTeHNn U 3HaKoB, 0603HaYaloLLMX COBCTBEHHOCTb Ha MPOAYKTbI U YCAYTU, U
3aKaH4YMBaA KHUramm, potorpadpmamm, KWUHOPUABMAMM U My3blKasIbHbIMW MPOU3BELEHUAMM.

ABTOpCKMe MpaBa - 3TO MpaBa Ha WHTENNIEKTya/IbHYl0 COBCTBEHHOCTb Ha MPOM3BEAEHUA HayKK,
NMTepaTypbl M WMCKyccTBa. ABTOPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTMM TOro, 4TO
WHTENNIeKTYaIbHbIM/TBOPYECKMIA Tpya, aBTopa He OygeT HanpacHbIM, AacT emy cnpaseg/ivBble
BO3MOKHOCTK 3apaboTaTb Ha pe3y/ibTaTax CBOEro TPyAa, NOJYyYUTb U3BECTHOCTb M Mpu3HaHue. HUKTo
6e3 paspelleHns aBTopa He MOKET BOCNPOU3BOAMUTL €ro NpPou3BedeHUe, PacnpoCcTpaHATb, Ny6AUYHO
AEeMOHCTPUPOBaTb, NPOAABaTb, WMMMNOPTMPOBATb, MyCKaTb B MNPOKaT, MNyb/AMYHO  UCMONHATD,
NOKa3sblBaTb/UCNONHATL B 3$Upe UM pasmellatb B MHTepHeTe.

Mcnonb3oBaHue "nupatckoro™ nporpammHoro obecnevyeHnsa MOXKET NPUBECTM K MHOTMM PUCKaM:
OT NOTepM [AaHHbIX K TBOMM aKKayHTam A0 O/JI0OKMPOBKM TBOEro YCTPOWMCTBA, rAe YCTaHOB/eHa
HeferanbHaa nporpamma. He cTouT TakkKe 3abbiBaTb, YTO CYLLECTBYIOT neranbHble M bHecnnaTHble
NPOrpammbl, KOTOPbIE MOYKHO HANTK B CETHU.

O noprane

CeTeBMYOK.pd - TBOM [/1aBHbIN COBETYMK B CETU. 34ECh Tbl MOMKELLb Y3HATb O 6H@€30MaCHOCTU B CETU
MOHATHbIM M AOCTYMHbIM A3bIKOM, @ MPU BO3HUKHOBEHWM KPUTUYECKON cuTyauum obpatuTbca 3a
coBETOM. A TaK¥Ke NPUHATb y4acTUe B KOHKYPCaxX M CTaTb CaMbiM LMPPOBbLIM rpaXkaaHnHom!

MpunorkeHune N 3
NAMATKA oNA POOAUTENENA O NUHO®OPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpegeneHne TepmuHa "MHbOpPMaUMOHHas 6esonacHocTb aeten" copeprutca B PegepanbHom
3akoHe N 436-P3 "O 3awute geteit oT MHPOPMaLMK, NPUUNHSAIOWEN Bpes UX 340POBbI0 U PasBuTmio",
perympyowmm OTHOLIEHMA, CBA3AHHbIE C 3aWMTON AeTeill oT MHOPMALUKM, NPUYMHAIOLLEN Bpes, UX
340p0Bbi0 U (MK) passutuio. CornacHo AaHHOMY 3aKOHY "MHpopmauMoHHas 6e3sonacHocTb adetei” -
3TO COCTOfIHME 3alUMLLEHHOCTW, MNPU KOTOPOM OTCYTCTBYET PMUCK, CBA3AHHBIA C MPUYUHEHUEM
MHbOpPMaumeit Bpeaa Ux 340P0Bb0 U (MK) pU3nYeckomy, NCUXUYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pasBuTUIoO.

B cuny depepanbHoro 3akoHa N 436-03 nHdpopmaumeit, NpuUMHAOLWEN Bpes 340Pp0Bb0 U (MaK)
pasBUTUIO AeTe, ABNAETCA:

1. nHdopmaumsa, 3anpeLLeHHan ANA PacnpoCcTpaHeHUs cpean AeTen;

2. uvHbOpmauMsA, pacnpoCTpaHeHWe KOTOPOW OrpaHMYeHO cpeau AeTei  onpeaesneHHbIX
BO3PACTHbIX KaTeropui.

3. K nHbopmaumm, 3anpeLLeHHoOn aas pacnpocTpaHeHns cpeam geTei, OTHOCUTCA:

4. nndopmaums, nobyxKaaowan geTtell K COBepLUeHUIo AeNCTBUIM, NPencTaBAAoOWMX Yrpo3y KX
U3HU 1 (MNK) 340POBbIO, B T.4. NPUUYNHEHWNIO Bpeda CBOeMy 340P0BbI0, CAmMoybuiicTBy;

5. cnocobHOCTb BbI3BaTh Yy ,a,eTeﬁ XenaHue yI'IOTpe6VITb HapKOTU4YeCKMne cpeacrtBsa, NCUXOTPOMHbIE
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n (Man) oaypmaHuBalolme BellecTBa, TabauyHble W3AEANA, ANKOTONbHYIO M CNUMPTOCOAEPrKallyto
NPOAYKUMIO, MUBO U HaMUTKWU, U3rOTaB/NBaAEMbIe Ha €ro OCHOBE; MPUHATb y4acTUe B a3apTHbIX Mrpax,
3aHMMaTbCA NPOCTUTYUMEN, BPOAAKHNYECTBOM MW NOMNPOLIANHNYECTBOM;

6. 060CHOBbIBalOLAA WUAX ONpaBAbiBaloLLana AONYCTUMOCTb Hacuama M (Mnn) XectoKoctn Anbo
noby:»xaaroLwas ocyecTBAsATb HACU/IbCTBEHHbIE AENCTBMA MO OTHOLLEHMIO K NOASM U KUBOTHbIM;

7. oTpuuatoLLas ceMeliHble LEHHOCTU U GOPMUPYIOLLAA HEYBAXKEHUE K POSUTENAM U (MNK) ApYrvm
YsieHam cemMby;

8. onpasaplBatoLas NPoTUBONpPaBHOe NoBeaeHUE;
9. coaeprKallan HeleH3ypHyto 6paHb;
10. coaepxawas MHPopmaumo NnopHorpadmMYeCcKoro xapakrepa.

K nHdopmaumm, pacnpocTpaHeHne KOTOPO orpaHMYeHo cpean AeTei onpeaeneHHoro Bos3pacra,
OTHOCMUTCA:

1. VIH(I)OpMaLI,VIﬂ, npeagcrasBndaemasn B suae M306pa)KEHMﬂ NN ONUCaHNA XKECTOKOCTHU, ¢M3W—IECKOFO
n (VI/'IVI) NCUXUYECKOIo HaCcnaunA, npectynaeHma nam nHoro aHTMO6LLI,ECTBEHHOI'O AEVICTBMH;

2. Bbi3bIBalOLLLAA Yy AETEW CTpaXx, y¥Kac UAM NaHUKY, B T.4. NpeacTaBnsemas B Buae usobpakeHus
WIM OMUCAHWA B YHUKAlOWEN YesnoBeyeckoe [AOCTOMHCTBO (Gopme HEHACUNIbCTBEHHON CMepTH,
3aboneBaHuA, CaMoybuIicTBa, HECYACTHOTO Cay4an, aBapum UK KaTtacTpodbl 1 (MK) UX NocneacTsuii;

3. npeacTaBasemasn B BUAE M306paXKeHUA UAM ONUCAHUA NOJIOBbIX OTHOLUEHUIA MEXAY MYMKUYMHOM
N KEHLMHOW;

4. cofeprKalan 6paHHble C/10Ba M BbIPAXKEHMUS, HE OTHOCALLMECA K HeLeH3ypHol BpaHu.

C yyetom 3TOoro Bam npepgnaratotca npasBuna paboTbl B ceTM WHTepHeT Ana pas/nyHbIX
BO3PACTHbIX KaTeropuii, cobatoaeHne KoTopbix N03BoANUT obecneunTs MHPOpPMaLMOHHYIO 6e3onacHoCTb
BalLMX AeTew.

O6wue npaBuaa ana pogureneii

1. HesaBMcMmoO OT BO3pacTa pebeHKa MCNosib3yiTe nporpammHoe obecneyeHue, nomoratouiee
duNbTPOBaTb U KOHTPOAMPOBaATb MHOOPMALMIO, HO He MoJlaraiTecb MOJIHOCTbIO Ha Hero. Bawe
BHMMaHMeE K pebeHKy - rNaBHbI MeToZ 3alLMTbl.

2. Ecan Baw pebeHOK MMeeT aKKayHT Ha O4HOM M3 coumanbHbiXx cepsucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHUMaTENbHO M3YyuMTE, KaKyl WMHOOPMALMIO MOMELLAOT €ero
YUYaCTHUKK B CBOMUX Npodunax u baorax, BKAtodas potorpadum 1 Buaeo.

3. MpoBepbTe, C KakKMMM APYrMMW CaliTamu CBA3aH COLManbHbIA cepBuc Bawero pebeHka.
CTpaHuukM Bawero pebeHka MoryT 6biTb 6€30MacHbIMK, HO MOTYT M COAEPaTb CCbUIKM Ha
HeykenaTeslbHble M OnacHble caiTbl (Hanpumep, MOPHOCAWT, MAW CalT, HAa KOTOPOM APYr ynoMuWHaeT
Homep coToBoro TenedoHa Bawero pebeHka naum Baw gomaluHuin agpec)

4. NoowwpAnTe Bawmnx geteit coobwaTb 060 BCeM CTPAaHHOM UAWN OTTaNIKUBAOLWEM U HE C/ULLIKOM
OCTPO pearupyiTe, Koraa oHWM 3TO AenatoT (M3-3a onaceHua noTepATb AOCTYN K MHTepHeTy AeTu He
roBopAT poauTensam o Nnpobnemax, a TaksKe MOTyT HauyaTb UCMNO/Ib30BaTb MHTEPHET BHE A0Ma U WKObI).

5. ByabTe B Kypce ceTeBOl KM3HU Bawero pebeHKa. NHTepecyliTech, KTO X Apy3bsA B UHTepHeT
TaK }Ke, Kak MHTepecyeTecb peaNbHbIMN APY3bAMM.



Bospacrt ot 7 go 8 ner

B NHTepHeTe pebeHoK cTapaeTca NOCETUTb TE UKW UHbIE CaiTbl, @ BOSMOXHO U YaTbl, paspelueHune
Ha noceleHne KOTOPbIX OH He NoayuYun 6bl OT poguTeneir. MoaTomy poauTensam ocobeHHO MoJiesHbI
byayT Te OT4yeTbl, KOTopble MNPeAoCTaBAATCA MNPOrpaMmamu MO OrPaHUYEHUI0 UCMOJIb30BaHUSA
MHTepHeTa, T.e. POAMTENbCKUIA KOHTPO/Ib MAKN TO, YTO Bbl CMOXETe YBUAETb BO BpemeHHbIX dainax. B
pesynbTate, y pebeHKa He OyaeT OLyLWEeHUs, YTO 33 HUM BeAETCA MOCTOAHHbIA KOHTPOJb, OAHAaKo,
poautenn byayT no-npexHemy 3HaTb, Kakue calTbl nocewaet ux pebeHoK. [letTn B 4aHHOM Bo3pacTe
06134al0T CUbHBIM YYBCTBOM CEMbM, OHU OOBEPUMBbLI U HE COMHEBAtOTCA B aBTopuTeTax. OHU NtobAaTt
urpaTb B CETEBbIE UrPbl U NyTelecTBOBaTb N0 MHTEpHETY, UCNONb3YA 3NEKTPOHHYIO NOYTY, 3aX0AUTb Ha
CaliTbl M YaTbl, He peKOMeHA0BaHHble POANUTENAMM.

CoBeTbl N0 6e30MacHOCTM B ceT MHTepHeT ana aeten 7 - 8 net

1. Co3paifTe CNMCOK AOMALIHUX MPaBWUA MNOcelWweHnsa MHTepHeTa Npu ydyacTum aetei u Tpebyiite
€ro BbIMO/IHEHUA.

2. TpebyiTe oT Bawero pebeHKa cobtoaeHUs BPeMEHHbIX HOPM HAXOMAEHWUS 32 KOMMNbIOTEPOM.
Mokaxknte pebeHky, 4To Bbl HabAlogaeTe 3a HUM He MOTOMY YTO Bam 3TO xoueTcd, a NOToMy 4TO Bbl
b6ecnokouTecb 0 ero 6e30MacHOCTM M BCErga rotToBbl €My NOMOUYb.

3. KomnbloTep ¢ noakntodeHMem K WHTepHeTy A0/IKEH HaxoAuTbCs B OOLIEN KOMHaTe nog,
NPUCMOTPOM poanTENEN.

4, V|CI'IOJ'Ib3yf;ITe cneunanbHble AETCKME NONUCKOBbIE MaLLUUNHDbI.

5. Wcnonb3yiite cpeactBa 610KMPOBAHWA HEKENATENbHOTO KOHTEHTA KaK [AOOMOJHEeHMe K
CTaHAapPTHOMY PoauTENIbCKOMY KOHTPOIO.

6. Co34anTe CeMeMHbIA 3/IEKTPOHHbIM AWMK, YTODObl HE MO3BONUTL AETAM MMETb COOCTBEHHble
agpeca.

7. bBnokupyiiTe poctyn K cadtam ¢ 6ecnnaTHbIMM  MOYTOBBIMWM  ALLMKAMU C  MOMOLLbBIO
COOTBETCTBYIOLLErO NPOrpPamMmmMHOro obecneyeHus.

8. MpuyynTte aOeteil coBeToBaTbCA C Bamu nepen onybavKoBaHMEM KakoW-nnbo MHbopmaumm
CPeACTBaMM 3NEKTPOHHOM NOYTbI, YaTOB, PETMCTPALMOHHbIX GopM K Npodunen.

9. HayuuTe aetei He 3arpy»aTb $aiinbl, NPOrpammbl UAK My3biky 6€3 BalLero cornacums.
10. He paspelalite 4eTAM UCMNO/Ib30BATb CAYKObl MTHOBEHHOFO 06MeHa COObLLEHMAMM.

11. B "6enblit" cnncok canToB, paspeLlleHHbIX A8 NOCELLEeHNSA, BHOCUTE TOJIbKO CaliTbl C XOpOLUEN
penyTauuen.

12. He 3abbiBaiiTe becegoBaTb ¢ AeTbMM 06 MX APY3bAX B MHTepHeTe, Kak ecan bbl peyb Wwaa o
APY3bAX B peasbHOM KU3HMN.

13. He genaiite "Taby" M3 BONPOCOB NOJIOBOM U3HW, TaK KaK B MHTepHeTe AeTU MOryT ferko
HATKHYTbCA Ha NopHorpaduio uam cantbl "gnsa B3pocnbix'.

14. MpuyumTe Bawero pebeHka cooblatb Bam 0 /OBbIX Yrpo3ax MM TPeBOrax, CBA3aHHbIX C
NHTepHeTomM. OcTaBaiTecb CMOKOMHBIMM M HaMOMHWUTE LETAM, YTO OHWM B HE30MacHOCTM, eciv camu
paccKkasannM BamM O CBOMX TpeBorax. [loxBa/suTe MX M NOCOBETyMTe NOJOUTU ewe pa3s B MOoAOOHbIX
cyyasnx.



Bo3pact geTeii ot 9 Ao 12 ner

B naHHOM BO3pacTe AeTu, KaK NpaBu/Io, YXKe HaCAbllaHbl O TOM, Kakas MHGopmMauma cyllecTsyeT
B MHTepHeTe. CoBepLIEHHO HOPMaJIbHO, YTO OHW XOTAT 3TO YBUAETb, MPOYECTb, YCAbIWaATh. Mpn 3ToM
HY)KHO MOMHMUTb, YTO AOCTYN K He)KenaTesibHbIM MaTepuasiamM MOXKHO Nerko 3absoKupoBaTb npu
nomoLm cpeacts PoanTeIbCKOro KOHTPONA.

CoBeTbl N0 6e3onacHocTn ana aeteit ot 9 go 12 net

1. Co3galiTe CNUCOK AOMALLHUX NpaBua nocelleHna NHTepHeT npu yyactum aeten n Tpebyite ero
BbINO/IHEHMUS.

2. TpebyliiTe oT Bawero pebeHKa cob/1t04eHNsa HOPM HaXOXAEHMA 32 KOMMNbIOTEPOM.

3. Habntogaiite 3a pebeHKoM Npu paboTe 3a KOMMNbIOTEPOM, MOKaXKMTe eMy, YTo Bbl becnokonTecb
0 ero 6e30MacHOCTM U BCeraa rotoBbl OKasaTb eMy MOMOLLb.

4. KomnbloTep C MNoAKAYeHUnem B MHTEpHET [0/iKEeH HaxoAuTbCA B 0OLWEen KoMHaTe nog,
NPUCMOTPOM poguTene.

5. Wcnonb3syiite cpeactsa 610KMPOBaHWA HEKENATENbHOTO KOHTEHTa KaK [AOMOJIHEHME K
CTaHAapTHOMY POANTENbCKOMY KOHTPOIIO.

6. He 3abbiBailTe MPUMHMMATL HEMOCPeACTBEHHOE y4yacTMe B XM3HM pebeHka, becesoBaTb C
AeTbmu 06 nx apysbax B MHTepHeTe.

7. HactauBaiite, 4to6bl AE€TW HMKOrAA He COrMallaAnCb Ha /SINYHble BCTPEYM C APY3bAMM MO
UHTepHeTy.

8. Mo3BosAlTE AETAM 3aX0ANTb TONIbKO Ha CaiTbl 3 "6enoro" cnmcka, KOTOPbIN CO3aaNTe BMeECTe
C HUMMU.

9. MpuyunTe geTell HUKOrAa He BblAaBaTb AUYHYIO MHPOPMaUMIO CPeacTBaMM 3/EKTPOHHOM
MoYTbl, 4YaTOB, CUCTEM MFHOBEHHOr0 O6MeHa COOBWEHUAMM, PErncTPaLMOHHbIX GOPM, SIMYHbIX
npodunei n Npu perncTpaumnm Ha KoOHKypcbl B MHTEpHeTe.

10. Mpuyunte aeten He 3arpy:KaTb Nporpammbl 6e3 Bawero paspelweHuns. O6bACHUTE UM, YTO OHU
MOTYT C/Ily4aliHO 3arpy3unTb BUPYCbl UM APYroe HexenaTenbHoe nporpammHoe obecneyeHue.

11. Co3gainte Bawemy pebeHKy orpaHMYEHHYH0 yYEeTHYIO 3anucb ANnA paboTbl Ha KoMMbloTepe.

12. Npuyunte Bawero pebeHka coobuwatb Bam 0O NO6bIX yrpo3ax WAM TPeBOrax, CBA3aHHbIX C
NHTepHeToM. HanomHuTe aeTam, YTO OHWM B 6E€30MacHOCTM, ecNu camu paccKasasv Bam O CBOMX
TpeBorax v onaceHusXx.

13. PacckaxkuTe Aetam o nopHorpadum B MHTEpHeTe.

14. HactamnBaliTe Ha Tom, 4Tobbl AETM NPEAOCTaBAAAN BaM AOCTYMN K CBOEW 3/1eKTPOHHOW nouTe,
4yTO6bI Bbl YOEANANCH, YTO OHW HEe 0BLLAOTCA C HE3HAKOMLIAMM.

15. Ob6bsacHuTe AeTAM, 4YTO HeNb3A WUCNOo/b30BaTb CE€Tb AJ1A XYNUTaHCTBA, PaCnpoOCTPaHEHUA
CnneTeH nnaum yrpos.

Bo3pacr gerteii ot 13 go 17 ner



B 3Tom BO3pacTe NOAPOCTKM aKTMBHO WCMOJIb3YIOT MOWMCKOBbIE MaLIMHbI, NOJIb3YHTCS
3/IEKTPOHHOM NOYTOMN, cnyKbamm MrHOBEHHOro obmeHa CoObLWEHNAMM, CKAUMBAIOT MY3bIKY U GUAbMbI.
Manb4yMKam B 3TOM BO3pacTe Hosblle MO HpPaBy CMETATb BCE OrPaHUYEHWUs, OHWU XKaxKaAyT rpyboro
FOMOPA, a3apPTHbIX UrP, KAPTUHOK "ans B3pocabix'. [leBOUYKM NpeanoynTaloT 06LWwaTbCA B YaTax, Npu 3TOM
OHM ropasao 6osee YyBCTBUTEbHbI K CEKCYA/IbHbIM AOMOraTenbcTBam B MIHTepHeTe.

3avacTyio B 4@aHHOM BO3pacTe pPOAUTENIAM Y¥Ke BECbMa C/IOXKHO KOHTPO/IMPOBaTbL CBOUX AETel, Tak
Kak 06 MHTepHeTe OHW y)Ke 3HAlOT 3HAYUTENbHO Oonblle cBOMX poguTenein. Tem He MeHee, He
oTnyckavte pgeteit B "cBobogHoe nnaBaHue" no WHTepHety. CTapaiTecb aKTMBHO Yy4acTBOBaTb B
obuweHnn pebeHKa B UHTepHeTe.

BaykHO no-npexHemy cTporo cobaogaTb npasuia MHTepHeT-6€30NacHOCTM - COrNalleHne Mexay
poautenamm u getbMu. Kpome TOro, HeobxoOMMO KaK MOMHO Yalie NpocMaTpuBaTb OT4YETbl O
aestenbHocTn geteli B MHTepHeTe. CneayeT obpaTuTb BHMMaHME Ha HEOBXOAMMOCTb COAepIKaHuA
pPOAUTENBLCKUX Naposieit (naposiel agMMHUCTPATOPOB) B CTPOFOM CeKpeTe M 06paTuUTb BHMMaHUE Ha
CTPOroCTb 3TUX Naposien.

CoBeTbl N0 6e3onacHOCTK B 3ToM Bo3pacTte oT 13 go 17 net

1. Co3gainte CNMCOK AOMALLHMX MpPaBua MnoceleHna MHTepHeTa npu y4acTUm MOAPOCTKOB U
TpebyiTe 6e3yc/oBHOro ero BbinosHeHUs. Obrosopute ¢ pebeHKOM CMMCOK 3anpelleHHbIX CanToB
("uepHbIit cnncok"), yackl paboTbl B UHTEpHETE, PYKOBOACTBO MO 06LLEeHMI0 B UHTEpHETE (B TOM YKcie B
yaTax).

2. KOMI'IbI-OTep C NOAKNHOYEHNEM K CETU MHTepHET AO0/1I)KeH HaXoaAnTbCA B O6LI.I,€I7I KOMHarTe.

3. He 3a6bbiBaitTe becenoBaTb ¢ AeTbMW 06 UX Apy3bAX B MHTepHeTe, O TOM, YemM OHW 3aHATbI
Takum obpasom, byaTo pedb MAET O APY3bAX B peanbHOM n3HW. CnpalunsBante o N0AAX, C KOTOPbIMK
AeTn obLiaoTca nocpeacTBoOmM CyXKb6 MrHoBeHHOro obmeHa coobueHnammM, YTobbl yoeamnTbes, YTo 3Tn
N0AM UM 3HaKOMbI.

4. Wcnonb3yiiTe cpeactBa OG/NOKMPOBAHMA HEXENaTeNbHOrO KOHTEHTA KaK AOonoJiHeHue K
CTaHAapTHOMY PoauTenscKkomy KOHTPOIIO.

5. HeobxoaMmo 3HaTb, KakMmMu YaTamu Mosb3ytoTcA Bawwu aetu. MNoowpaiTe Mcnonb3oBaHUe
MOZEepPUPYEMbIX YaTOB M HacTamealTe, UTobbl A4eTh He 06LANNCh B NPUBATHOM PeEXKMUME.

6. HacramBalite Ha TOM, YTOObl AETU HWUKOrA4A He BCTPEYASIUCb JIMYHO C APY3bSAMM U3 CETU
MHTepHeT.

7. Mpuyunte feteit He BbloaBaTb CBOK JIMYHYIO MHGOPMALMIO CPEACTBAMM IIEKTPOHHOM MOYTHI,
4aToB, CUCTEM MFHOBEHHOIO 06MeHa COOBLLEHNAMM, PEFUCTPALMOHHDBIX GOPM, IMYHBIX Npodunen n Npu
perucTpaunumn Ha KoHKypcbl B UHTepHeTe.

8. MpuyunTe aeteit He 3arpy>katb nporpammbl 6e3 Baluero paspewieHnn. O6GbACHATE UM, YTO OHM
MOTYT C/Ily4aliHO 3arpy3unTb BUPYCbl UM APYroe HexenaTeNbHoe nporpammHoe obecneyeHue.

9. Mpuyunte Balwero pebeHKa coobuwatb Bam O OBbLIX Yyrpo3ax MAM TPeBOrax, CBA3aHHbIX C
NHTepHeTOM. HanomHWTe AeTAM, YTO OHM B 6@30NacHOCTU, eC/IM CaMM PacCcKasann Bam, O CBOMX yrpo3ax
nnu Tpesorax. MoxsaauTe Ux 1 NOCOBETYNTE NOAOWTH eLle pa3 B NOA06HbIX CAydasX.

10. Pacckaxkute getam o nopHorpadum B WHTepHeTe. NMomorute Mm 3aWUTUTLCA OT Cnama.
HayunTe NoApOCTKOB He BblAaBaTb B MIHTEPHETE CBOEro pPeasnbHOro 3/IEKTPOHHOIO agpeca, He OTBeYaTb
Ha He)KesaTesibHble MUCbMA M UCNOJIb30BaTb CNeLMabHble NOYTOBble GUALTPDI.

11. NpuyunTe cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLAOT NOAPOCTKM.



12. Hayuute geTelt yBaxkaTb APYrUX B UHTepHeTe. Yb6eamTech, YTO OHWU 3HAIOT O TOM, YTO NPaBMAa
XOpOoLero NoseAeHUn AeNCTBYIOT BE34e - AaXKe B BUPTYa/lbHOM MUpe.

13. ObbAcHUTE AeTAM, YTO HW B KOEM Cayyae Hesb3si Mchnosb3oBaTb CeTb A/s XYJIMFaHCTBa,
pacnpoCTpaHeHMA CAAeTeH UK Yrpo3 APYrMm AK04AM.

14. Obcyante C noapoCTKamMM MNpobaemMbl CeTeBbIX a3apTHbIX UIMP M UX BO3MOXKHbIA PUCK.
HanomHuTe, 4TO AETM HE MOTYT UTPATb B 3TU UIPbl COMNIACHO 3aKOHY.

MOCTOAHHO KOHTpO/AMpYylTe Mcnosib3oBaHMe UHTepHeTa Bawum pebeHkom! 370 He HapyweHue
€ro JIMYHOro NPOCTPaHCTBA, a Mepa MNPeAOCTOPONKHOCTM M NposABAeHWe Bawel poauTenbcKoin
OTBETCTBEHHOCTM U 3a60Tbl.




